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Cloud Computing:

Characteristics 

4 © 2011 Deloitte Touche Tohmatsu

“Server Virtualisation and Outsourcing is NOT Cloud Computing”

Cloud Computing represents a major change in IT service 
architecture, delivery and consumption
It is a computing paradigm that abstracts the provision, operation and 
management of IT from consumer of IT through web technologies.

“Rapid elasticity”

“Pay per use”

“Ubiquitous access”

“On-demand self-service”

“Internet technologies
e.g. HTTP/SOAP”

Characterised by

Enabled by

“Location independent 
resource pooling”

“Virtualisation”
“Standardisation 

e.g. SOA” 

“Multi-tenanted”
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Cloud computing Implementation
Cloud computing technology is deployed in different ways, with varying internal 
or external ownership and technical architectures.

Vendor 
Cloud

Private 
Cloud

Hybrid 
Cloud

Community 
Cloud

Shared service, accessed across Internet or Private 
Network – Smaller organisations with little information 
privacy requirements. 

Dedicated Cloud Service – Larger organisations with 
increased privacy requirements e.g. Government.

Best of Breed Technologies – A mixture of vendor cloud 
services, architectures and infrastructure, commonly adopted 
by organisations within the Retail sector. 

Shared IT Infrastructure – Between organisations with a 
common goal or shared vision. 
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Software as a Service (SaaS) is the most widely adopted external service 
category. Cloud infrastructures are close followers.

IaaS

Enterprise adoption path of cloud computing
Internalization
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Awareness

Understanding

Positive Perception

Adoption
Institutionalization

PaaS

SaaS

Time

Key considerations to remember for any cloud adoption strategy:
Economic return, Technical feasibility, Risk and control

Potential path to Cloud Adoption
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Cloud Computing:

Benefits of Cloud Adoption  
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Organisations are adopting cloud computing to gain economic advantages, and 
operational efficiency and effectiveness.

Why will Enterprises use Cloud Computing?

Lower up front costs; 
Transfers costs from CAPEX to OPEX;

Accelerates ROI; 
Achieves cost savings by pooling/sharing 

underlying IT resources; 
business only pays per use

Improves access to resources; 
Increases resource utilisation through 

pooling; 
Reallocation of resources to value-creating 

activities

Delivers greater flexibility on architecture 
and sourcing; 

scales up and down as needed; 
Maximises efficiency;  

Accelerates time to value;  
Allows access to services quickly without the 

associated implementation risk

Standardised platform encourages 
integration and process automation between 

internal BUs and trading partners;  
Encourages deeper collaboration thru the 

supply chain; 
Leverages best-of-breed services from 

multiple service providers

Increase Business Agility

Improve Cost EfficiencyOptimise Resource Usage

Enhance Business Collaboration
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Source: Amazon Web Services

CAPEX

Opportunity 
Cost

Services Detraction

Predicted 
Costs
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Capacity-Cost Performance

Cloud Capacity
On-Demand

Traditional Hardware

Predicted Demand

Impact of Cloud Computing on Enterprise IT Spending
Opportunity to save costs as IT usage moves towards a Cloud centric, On-
demand model.

Cloud Computing:

Is it just hype? 



28/09/2011

6

11 © 2011 Deloitte Touche Tohmatsu

The cloud computing market is forecast to grow at a rate of 36.6 percent during 2008-13 to $55.2 
billion in 2013. It will probably reduce overall technology spending by $30.0-$39.4 billion in 
2013, replacing 14.5 percent of global on-premise spending in 2020. 
Source: Research and Innovation Estimates

Cloud Computing Spending 
Forecast ($ Billion)
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Extrapolation based on time-series analysis, assuming 
that factors promoting Cloud Computing through 2008-13 
( ), remain constant beyond 2013 until 2020 (        ).

Impact of Cloud Computing on Enterprise IT Spending
Enterprise spending for on-premise solutions will fall, as cloud computing reduces 
the need for licenses, hardware and software.
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0 20 40 60

Already adopted

Plans to adopt within 12
months

Plans to adopt within 24
months

Plans to adopt within 36
months

No plans to adopt within 36
months

Worldwide

Asia/Pacific

0 20 40 60 80 100

Cloud computing or Cloud
Services

Hosted Virtual Desktop
Technology

Storage Tiering

Server Virtualisation

Worldwide

Australia

Cloud Computing
What Technologies are being considered as key by management, moving into the 
future? 

What will organisations be investing in before 2011 year end?

Source: Gartner 2011

Gartner: Cloud computing represents 10 percent of external IT spend

Consuming Cloud Services from ESPsCommon Cloud Services

Percentage of Respondents 
Source: Gartner 2010

Percentage of Respondents 
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Cloud Computing:

Cloud Implementation Inhibitors 
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Cloud Computing Inhibitors   

0 10 20 30 40 50

Security or data privacy concerns

Total cost concerns (i.e., total cost of ownership)

Difficulty integrating with in-house IT

Difficulty and risk of migration or installation

Regulatory restrictions, compliance issues

Performance or availability (i.e., downtime, speed)

Lack of customization

We’re locked in financially with our current vendor

Complicated pricing models

Other reason

Source: Aberdeen Group 2011

What is preventing organisations from implementing the cloud?

Evidence demonstrates that Security and Privacy concerns are the primary inhibitor delaying 
Cloud Implementation within organisations. 
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“Is my data being appropriately managed 
by authorised personnel, who possess 
privileged access?”
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“Where is my data 
located and what 
jurisdictions are in 
place?” 

“How will my data be 
restored in the event of 
a disaster and how long 
will my processes take 
to be up and running?”

“The current market 
lacks standards and 
guidelines for which 
organizations can form 
compliance against.“

“Who owns the data? 
How is it be used? Are 
controls in place?”

“How is security 
achieved? What is the 
level of privacy 
protection?”

“How is my data being 
managed in a shared 
environment and how is 
co-tenancy managed”?

“Do we have effective controls 
over the decision to move to the 
cloud. Do we have governance 
over the cloud provider”?

There are many barriers to Cloud Computing adoption with key concerns around 
security and privacy, control and compliance.

Client Concerns

Governance

Business 
Continuity

Security & 
Privacy

Regulatory and
Compliance

Lack of 
Standards

Data Segregation

Data Recovery

Vendor Maturity
“How well prepared is my 
cloud vendor to support 
the level of service my 
business requires?”

Primary Concerns Secondary Concerns

Data Location

Identity and Access
Privileges
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Outsourced Environment

Desktop
(DTaaS)

Application
(SaaS)

Platform
(PaaS)

Infrastructure
(IaaS)

Storage
(STaaS)

Communications
(COMaaS)

Security
(SECaaS)

Availability
• Guaranteeing SLAs, RTOs, and RPOs

• IT Continuity

• Complexity & Single-Points-of-Failure

• Data Replication

• Testing Constraints

• Provider Oversubscription

VPN 
Access/SSL 
Firewalls

VPN 
Access/SSL 
Firewalls

Operational Security
• Vulnerability Management

• Asset Management

• Network Security

• Incident Response

Regulatory and 
Compliance
• Audit Rights

• PCI, SOX, Privacy 
Regulations

Access
• Access Control (physical 

& logical)

• Redundant Access Points

Integrity
• Data Monitoring

• Data Protection

• Data encryption

• Alignment with corporate 
security policy

• Roles, responsibilities and ownership between 
cloud environment and corporate sites.

Data Privacy
• Cross border data 

flow requirements

• Breach potential and 
unauthorized access

• Unauthorized 
secondary use

Remote Site
Corporate 
Headquarters

Cloud Computing Environment – Security and Privacy Risks
Security and Privacy Risks in the Outsourced Environment 
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Lack of Auditing Standards 
A shortage of auditing standards is causing a lack of direction and guidance in the 
implementation of appropriate security and privacy measures across Cloud 
environments. 

• Lack of a specific cloud computing standard
• May not meet existing standards or regulatory requirements (ie PCI Level 1)
• ASAE3402 (which replaces the now discontinued SAS70s - type I and II) focus on 

financial statement assertions
• The ASAE3402 US equivalent is SSAE16 and the international counter part is the 

ISAE3402.
• The ASAE3402 has its limitations, e.g. the provider has control over what the scope 

of the report is and there may be ECCs (End User Consideration Controls) that 
customers need to be aware of.

• Systrust focuses are for web based systems
• ISO 27000 covers only the ISMS system
• NIST 800-144 (Guidelines of Security and Privacy in Public Cloud Computing)

• Changes are currently being made to the Australian Privacy Act which may impact the 
security requirements for Cloud Implementation
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Role of IT Auditors
The role of internal auditors within cloud adopters

• Engage business stakeholders at an executive level to understand core and 
non-core systems and data

• Identification, assessment of new risks (both external and internal) relating to 
moving towards the cloud – this may result in revisiting the audit scope and 
resourcing requirements

• Support strong governance activities over cloud adoption

• Establish and agree responsibilities for security and controls (including 
security, privacy, compliance, e-discovery etc.)

• Understand and assess the security controls in place at provider

• Assess whether the controls at provider are sufficient to meet adopter’s needs

• Establish additional controls or SLA’s where gaps could exist.
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Cloud Computing:

Case Study
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Cloud Value
Proposition

Cloud Compliance 
Framework

To be flexible, connected, secure
and serviced

A statement of trust across provider’s 
cloud services

Demonstrating secure and 
reliable services 

to customers by providing

Cloud Provider

Provide customers with independent assurance regarding their technical 
implementation and practices used to secure cloud solutions.

Challenge
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A Third Party Assurance Report which provides Cloud Providers with a Statement 
of Trust to their customers, over the controls governing the IT Infrastructure. 

Programming environment

Applic
ation

ApplicationApplication

Applic
ation

Application

Operating 
system

VIRTUAL
computer

Application

Operating 
system

VIRTUAL
computer

Application

Operating 
system

VIRTUAL
computer

Application

Operating 
system

VIRTUAL
computer

Application

Operating 
system

VIRTUAL
computer

Application

Operating 
system

VIRTUAL
computer

Virtualization

Supporting infrastructure 
(physical hardware, network devices)

Platform as a 
Service (PaaS)

Infrastructure as a 
Service (IaaS)

Software as a 
Service (SaaS)

Virtual layer

Cloud supporting 
infrastructure
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ASAE3402 can offer 
3rd Party assurance 
over the following 
Cloud Structures

ASAE3402
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Step 1:  Cloud Security Framework

a Risk Identification

b Development of  
Cloud Security Risk 
Framework

Step 2: Cloud Risk Treatment and 
Prioritization

c Identify Risk 
Statements in Scope

Legal
Statutory 

Compliance

Value Add?

d Risk categorization 
by priority

Step 3:  Minimum Compliance Criteria 
Gap Analysis 

e Gap Analysis

Testing Strategy

f Testing Strategy

Gaps
Identified 
Areas of 

Risk

Develop Risk Statements

L E G A L  &  R E G U L A T O R Y

COMPLIANCE

BEST PRACTICE

C L O U D  S P E C I F I C

Deloitte have worked to develop a methodology to assist Cloud providers in 
providing a safe and trusted Cloud environment to their customers. 

A Robust Cloud Methodology
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IT Control Objectives for Cloud Computing: Controls and Assurance in the Cloud
Publication

Cloud Computing:

Summary
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– Cloud computing has significant potential to transform IT and enterprises from 

traditional structures to more nimble, flexible, and affordable architectures

– Enterprises should prepare to take advantage of new computing architectures 

and service offerings, aligned with their operational environments and risk 

profiles

– Rather than an inhibitor, security is an opportunity for the business to rethink 

data sensitivity, protection strategies and improve overall security

– There is no one single security solution that meets all organisations’ needs 

and therefore a risk-based approach is required

– Auditors need to be pro-active to help the organisation overcome the 

challenges.

Summary

The real power of cloud computing is in the potential to re-think and re-
design IT architectures at a fundamental level.  

for further information 
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